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Perlunya

LITERASI BARU Sudah siapkah kita?

Menghadapi Era Revolusi Industri 4.0 Venviaaen e s Moo

Agar lulusan bisa kompetitif, kurikukum

perlu orientasi baru, sebab adanya Era o Literasi Data "
R lusi Industri 4.0 tidak han % . . — Kemampuan untuk membaca, analisis,
'EVD U_5| naustri 4.U, tidak nd \!{a CuKuUp Literasi dan menggunakan informasi (Big Data)
Literasi Lama (membaca, menulis, & Baru: di dunia digital.

matematika) sebagai modal dasar untuk
berkiprah di masyarakat.

Literasi Teknologi
Memahami cara kerja mesin,
aplikasi teknologi (Coding,

Artificial Intelligence, &
Engineering Principles).

NEESIVERISE
Humanities, Komunikasi, & Desain.

Bagaimana caranya meyakinkan
mahasiswa bahwa literasi baru ini
akan membuat mereka kompetitif @

(Aoun, MIT, 2017)

Copyright & LlA-MA, 2018, Deekiorat Jenderal Pembela jaran dan Kemahasswaan . Kemennstekdilkt



Digital
Skills

Kemampuan individu dalam
mengetahui, memahami, dan
menggunakan perangkat keras dan
piranti lunak TIK serta sistem
operasi digital dalam kehidupan
sehari-hari

Digital
Safety

Kemampuan individu dalam
mengenali, mempolakan,
menerapkan, menganalisis,
menimbang, dan meningkatkan
kesadaran keamanan digital dalam
kehidupan sehari-hari

S

Digital
Culture

Kemampuan individu dalam membaca,
menguraikan, membiasakan, memeriksa,
dan membangun wawasan kebangsaan,
nilai Pancasila dan Bhinneka Tunggal lka

Digital
Ethics

Kemampuan individu dalam menyadari,
mencontohkan, menyesuaikan diri,
merasionalkan, mempertimbangkan,
dan mengembangkan tata kelola etika
digital (netiquette)




e-Deposit
SERAH SIMPAN KARYA CETAK KARYA REKAM

e Pengukuran Riset
e Slnta Hub Penelitian
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Interoperabilitas




TOTALWealth

The Brain's Capacity UNSTOPPABLE
TREND REPORT

HOW TO TAP INTO
A S17 BILLION TREND
FOR JUST $1.00 A SHARE

Time




Unstoppable Global Trends

New Wellness Approach



Threats Evolution

sophisticated
command &
control
cross site scripting §
High “stealth” / advanced i Tools
scanning techniques I
packet spoofing
e denial of service :
Knowledge distributed
attack tools (DDoS)
ey ! www attacks
‘automated probes/scans
back doors; Gul
disabling audits rk mgmt. diagnostics
i hijacking
Attack burglaries ; sessions
Sophistication i exploiting known vulnerabilities
i | password cracking
i ; self-replicating code
Low i password guessing Attackers

1980 1985 1990 1995 2000

Hansman, S. and R. Hunt (2005). "A taxonomy of network and computer attacks." Computers & Security 24: 31-43.




150M 147M records

412M records records stolen
stolen 143:: {:‘I:urds stolen I
,_—®
2Brecords 2M records .d"
stolen stolen ~
145M records | L |
200M records stolen ./ 500M
stolen 110M records ‘ guest
stolen records
77M 2.9M records @ stolen
records 5to||en ‘ /./
stolen o
134M credit | ﬂ
cards stolen ‘___...-""‘ — ' 925 M +
_— = New Malicious
1.6M records @ 6 OO M Programs
stolen ./ New Malicious registered
o)
programs
Space 95M records . registered
agency  stolen New Malicious
breach ® = 47 M
Morris Worm . . Programs
i/ New Malicious registered
./ programs
C— registered
_ 9
2004 2007 2010 | 2016 | Present |
Malicious code Identity theft DNS attacks Social engineering Banking malware Ransomware Cyberwarfare
Trojans Phishing Botnets DDos attacks Keyloggers Cryptominer Fileless attacks
Worms Mobile viruses Sabotage Malicious email Ransomware Certificate attacks Automated & Al attacks
Viruses Anti-spam Ransomware Botnets Bitcoin wallet Cloud migration
SQL attacks Botnets Android hacks S3 buckets

Insider threats

6 | & 2019 Palo Alto Networks. All Rights Reserved

CORTEX
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\iZ_ OQutsider Attacks Insider Attacks
éb db

Probe

Probe & Ne
e . scanning

Man in the middle attack

BYOD
Malware

Physical / Data Theft
Sabotage

Behavior / awareness

Stiawan, D., et al. (2019). "Investigating Brute Force Attack Patterns in loT Network" Journal of Electrical and Computer Engineering Volume 2019




New challenges of CPS security (Alguliyev, 2018) :
INDUSTRY 4.0 e the rising number of loT devices leads to an
INDUSTRY 3.0 increasing vulnerability of such systems to
cyber-attacks (for example, DDoS);
e security threats modeling;
echmimionciean R o e + development of a formal approach to CPS
RPN T vulnerabilities assessment;
e designing reliable and fault-tolerant
architectures for processing of rapidly
developing cyber and physical threats.

INDUSTRY 1.0

1784 1870 1969 TODAY

Alguliyev, R,, et al. (2018). "Cyber-physical systems and their security issues." Computers in Industry 100: 212-223.




Attack
I
I I I I I
Virus Web Flooding DNS Steps Attack
- Worm - SQL Injection %005 - Domain - Probe
- Botnet - RSS Attack - DDoS Redirect - Scanning
- Keylogger - Cross Sites “IEMP Flood - DNS Poison - Intrusion
- Spammer Scripting - UDP Strom - Phising - Goal
- Trojan Horse - Overflow - Mail Bomb
- Google
addsense Physical Social Insider Password
- aFT"m"g Attack Engineering Abuse Attack
Manipulation - Theft Laptop - Net Access - Brute Force
- Java/ Active X | |- Theft Mobile - E-mail - Dictionary
- Web - Sabotage - Sniffing
Defacement
----------------------------------------------- Vulnerabllifys====sscnsensscsnnsnsssnmnsssnunsssanmasssanssananaoss
Plrnet\rlt;sr:ggn "\ Spyware Protection| | CA/PKI/RSA Spam Protection
: N
Wireless . Phising Protection
Security Network Web E-Mail
Firewall Security Security Security T
VPN . . o
Virus Protection Content Filtering Public Key Infra.




Topologi Perangkat Pendukung
(1) Participant HD Display

Memberikan tampilan tatap muka secara virtual, seolah - olah seperti saling
bertatap muka dengan para pembicara. atzu pembicara dengan
pesertalaudience

USE PIY Camara

NI+ Spaaicar Comdo
— = o-Camusa
o 1= s (& Teacher Camera
=z
oW e Kamera yang menangkap, merexam aktivitas pembicara, pengajar dan akan
I o diclah kedalam sistem streaming, sehingga lerdislribusi ke para
HONR Projector N audience/peserta

St Bowrd. o Displ ey

(3 Teacher Notebook & Tablet

Tampilan presentasi dari pengajar, pembicara yang terhubung dengan sistem
jaringan yang terdistribusi dengan aplikasi sistem classroom platform,

¢
from Lapon
pireiess Caazng v KD Sv00a<

Ay Soltware
Video Cenlerenciog -
P ____——— (@ Student Display
o - ComIB ol Tampilan pada aplikasi client yang terpasang pada desktop client atau melalui
i | [ 501 Select KD 300K aplikasi web yang mudah digunakan,
USE and HOM!
| WPIESE V> o e o B by T B '
KD-Proze1x ] |
D X220 - =
KDse2 Py
= gl (w
v'\ Quice Pul
. « @
| S '

Hybrid Classroom AV Technology

System Delivery: Konten dari laptop, tablet, maupun sumber video lokal dipresentasi secara ‘
real-time terdistribusi dengan audience yang hadir secara online, dan secara lokal, proses L

a,
8

&
presentasi,mengajar terhubung dengan kamera, stereo speaker combo yang merekam audio ﬁ
? .
| ] & Stereo Active Speaker Set

o
Tampilan pada aplikasi client yang terpasang pada desklop client atau melalui
aplikasi web yang mudah digunakan.

Simulasi Kebutuhan Harvard Class



Dampak : Platform Online
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EDUCATION

Quipper 9




Dampak : Bagaimana Cama melihat kampus




Dampak : Mahasiswa dalam Belajar

Termasuk mencari informasi dan mengerjakan tugas
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read »

think

write

Perhatikan judul berita

Cermati URL & sumber berita
Periksa fakta (kritisi) dari literasi lain
Cek keaslian photo

Link Phising / warez / keygen via socmed
Registrasi di untrusted web

Download dari untrusted third party
Update & patch

Personal

"1/ INTERNET THREATS )

! 'HOAX Q| PHISHING
4z dEID
! [FAKE Q! VIRUS
't | maLwaRe 3} | SPYWARE
[FITROJAN )

Publik






On-line & Off-Line
Footprinting
Gathering Info
Google Hacking

System Detailed
Vulnerability
Banner Grabbing
OS Fingerprinting

Enumerations
Execute

Password Cracking
Escalate Privileges
Spoofing & Hijacking

Anonymous
Invisible
Covering Track

Guarantee Access
No Limited Access

Reconnaissance

Gaining Access

Clearing

Maintaining

Mapping
Environment

Discovery &

Finding Hole

Exploit &

Taking Full Control

Hidden Trace

Back Doors

Steps of Hacking

(a)
Web Implant
Trojan / Malware

(b)
Email
Trojan / Malware

(c)
SQL Injection
Vulnerable

(d)
Web Phising
Snifing

()

Password Guessing

Brute Force,

Dictionary Attack,

Hybrid Attack

(f)
Flooding

7

Web
Server

Web Pages

Virus

User Access

Infected

Mail Email & Attachment/
Server Redirect to URL Virus User Access
- ||+ /ﬁ\ = ‘
User : | — SELECT “Warr]ing: mysq I_fe_tch_arrayQ:
i supplied argument is not a valid
P ¢:C—1 + FROM == | MySQL result resource in jhgme/
G WHERE offices/public_html/_n
- news_show.php on line Execution
Web Pages

Password

User :
Password :

—/

User : I

-

Guessing

Common variant of threats

Stiawan, Deris... 2017. 'Cyber-Attack Penetration Test and Vulnerability Analysis’, International Journal of Online Engineering, 13.



Problem Riset di Keamanan Siber

Cyber Forensic

Penetration Testing Defensive Security

Offensive Security

Log Management



Communication and Security Assessment Software

Network Security IAM Asset Security Security and Risk Management and Testing Security Security Operations

Cloud/SysOps nix 1CS/IoT

GRC Forensics Incident Handling Penetration Testing Exploitation
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WHY THEY MAKE A

COOLEST JOB

DIFFERENCE AND HOW

IN CYBERSECURITY BXUZUa2 I LEY

~ Initial Jobs With Lots of Advancement Opportunities -

DIGITAL FORENSIC 2 PENETRATION TESTER FOR APPLICATION SECURITY OPERATIONS CYBER DEFENDER; SECURITY
ANALYST; INVESTICATOR SYSTEMS AND NETWORKS PEN TESTER CENTER (SOC) ANALYST ENGINEER (ENTERPRISE AND ICS)
“The thrill of the hunt! It's CSi for “Be a hacker, but do it legally “We desperately need more of “The fire ranger. Catch the initial “A leg up on your system admin and
cyber geeks! You never encounter and get paid a lot of money!" this, application security has been blaze, or there goes the forest.” engineering buddies; taik shop with
the same crime twice." < such a biack hole for so long." N 3 N them but you are saving the world
You look for security With an eye for detail and anomalies, from the bad guys, too.”
You are the detective in the vulnerabilities in target systems You're a programming/security you see things most others miss,
world of cybersecurity - searching and networks to help enterprises wizard, test applications before Active prevention, active detection, Implement/tune firewalls, IPS/IDS,
computers and networks for improvetheir security. deployment so they don't present active monitoring, active response. patching, admin. rights, monitor-ing,
evidence in the wake of an incident. opportunities for intruders, application white listing, more
\ _/
More Advanced Jobs - Open After A Few Years of Great Performance and S ialized Trainin
' 2
6 HUNTER; INCIDENT 7 SECURITY SECURITY SAVVY MALWARE ANALYST/ Io TECHNICAL
RESPONDER ARCHITECT SOFTWARE DEVELOPER REVERSE ENGINEER DIRECTOR/CISO
“The secret agent of geekdom. “You get to design the solution, “"Coolest software developers” “The technical elite! Only go here “Making decisions; making things
: \ ! 5 : " = ) \ “
;:T:ov:l:‘:;??d say "OK I'll take and not just for the perimeter. You protect the whole dev team if you have bf:'e“ called. You know happen. That's coc x
¥ You are very creative, on top of from making errors that will who you are. Top of the tech ladder, Strategic
While everyone else is running the game technically and the allow hackers to penetrate your Look deep inside malicious software thinking; hands-on involvement in
around shouting “the system’s business; you design and build organization and steal data. to understand the nature of the threat solution design/deployment; holds
dead,” you have the sense and defensible systems and are part You are a programmer, but a - how it got in, what flaw it exploited, the keys to tech infrastructure and
skills to rationally figure out why. of a team of very adept people. programmer with special powers. what it is trying to do or has done. ability to contribute and influence
. .
CYBER FAST TRACK
EMPLOYER INTERVIEWS
o e — e BEFORE ACCERPTANCE ﬁ

DISCOVER IF YOU | MASTER THE GET SKILLS
u a CATAGORT/TOPIC MODULES “‘Completing the SANS Vet Succe
Mbahiehvill HAVE THE APTITUDE ' | FOUNDATIONS EMPLOYERS NEED Bt Ao et
the coolost game CYBERSTART: THE GAME i 6 | CYBERSTART: ESSENTIALS AND A COOL JOB! plans, it dofined them, oponing doors that
1 ever played.” ' { ware [naccessibie to me otherwise. In fact,
* No need for cyber or IT experience | UnowandWindews | ? | * Core technologies: how they * Open & Veterans' & Women's being solected into the progrom was a
Netwschong & work and are attacked Academies “hitting the jsckpot® moment foc ma-
= * More than 250 fun challengos g ss t 1 X X Ed Russell, USAF (ret),
'::\{ghz mt; a protecting “real-world” bases Prograsmening % | +Ondine, hands-onimmersion * Three SANS immersion courses NTT Security
G provad Common Attacks 5 training, in 46 modules and three high value GIAC
cyber-security . Avallab?e completely enline & Security | certifications
wasn't too hard Everything you need is in the 1 - * Progress at your own pace. { .
to learn.” on line Field Manual and hints. e i n ) Quizzesand tests on each * 90% job placement in 6 months
« 19 U.S. Governors launched i N ate * Also available as Certificate in
i statewide programs for their i e * National exam to reach Applied Cyber Security (CACS) at
The most fun S on e YbMss Y, silver or gold levels SANS.edu and other accredited

students, racts oy if they han
Qricts only If they have hands-or p s
I have had resuey oft rdstians” colleges and universities

(C1$0, mult $biflion Siticon

learning.”




Terima Kasih



