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Unstoppable Global Trends

Digital Disrupsi Digital Revolution

Increasing Longevity (Umur Panjang)

Cybersecurity: Safeguarding the data revolution

Fintech: Disrupting financial services

The Future of Energy

New Wellness Approach

Blockchain



Threats Evolution

Hansman, S. and R. Hunt (2005). "A taxonomy of network and computer attacks." Computers & Security 24: 31-43.





Stiawan, D., et al. (2019). "Investigating Brute Force Attack Patterns in IoT Network" Journal of Electrical and Computer Engineering Volume 2019



New challenges of CPS security (Alguliyev, 2018) :
• the rising number of IoT devices leads to an 

increasing vulnerability of such systems to 
cyber-attacks (for example, DDoS);

• security threats modeling;
• development of a formal approach to CPS 

vulnerabilities assessment;
• designing reliable and fault-tolerant 

architectures for processing of rapidly 
developing cyber and physical threats.

Alguliyev, R., et al. (2018). "Cyber-physical systems and their security issues." Computers in Industry 100: 212-223.





Simulasi Kebutuhan Harvard Class



Dampak : Platform Online



Dampak : Bagaimana Cama melihat kampus



Dampak : Mahasiswa dalam Belajar
Termasuk mencari informasi dan mengerjakan tugas



PublikPersonal

Perhatikan judul berita
Cermati URL & sumber berita
Periksa fakta (kritisi) dari literasi lain
Cek keaslian photo

Link Phising / warez / keygen via socmed
Registrasi di untrusted web
Download dari untrusted third party
Update & patch



Malware

Viruses

Ransomware

Adware & Spyware

Reveton

Crypto Locker

CryptoWall

Fusob

WannaCry

Botnet

Trojan

Worms



Stiawan, Deris... 2017. 'Cyber-Attack Penetration Test and Vulnerability Analysis’, International Journal of Online Engineering, 13.

Common variant of threats 

Steps of Hacking



Problem Riset di Keamanan Siber

Defensive Security

Hacking Techniques 

Penetration Testing

Offensive Security

Cyber Forensic

Log Management



security-certification-roadmap
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